Dayna Rice
PS210
Week 10
Page | 6

	[bookmark: _Toc321147011][bookmark: _Toc318189312][bookmark: _Toc318188327][bookmark: _Toc318188227][bookmark: _Toc321147149][image: ]Mossad symbol and motto, retrieved from http://www.texemarrs.com/images/mossad_motto.jpg



Mossad
Israel’s Intelligence Services
Dayna Rice | PS210 Ethical Controversies in Security | November 9, 2014
[bookmark: _GoBack]

Introduction
Intelligence agencies worldwide are known for their ability to be secretive.  In Israel, much like and unlike no other place on Earth, the intelligence services are extremely secretive.  Part of this has to do with the way the history of the intelligence agency came about.  It all started in the late 1940’s when the first Intelligence Agency, the General Security Service (GSS) was first commissioned.  This agency, commonly referred to by its Hebrew acronym Shin Bet or Shabak (Shpiro, 2011), works in conjunction with the Mossod.  Then Prime-Minister Ben Gurion commissioned the Mossod in December of 1948.  Gurion is quoted as saying that he created the agency so that it would be “answerable to me (the Prime-Minister)” (Shpiro, 2011).  
On many websites and from many sources across the internet it is said that the motto of this agency is “By Way of Deception, Thou Shalt Do War”.  According to the Mossad website, the motto on the emblem is a religious verse.  It reads, “Where no wise direction is, the people fall, but in the multitude of counselors there is safety (Proverbs 11, 14)” (Mossad.gov.il, 2014).  At no point on the official Mossad website is there a reference to the deception phrase being used as the motto of the Mossad organization. This misconception of what the motto of the agency is may come from the secretive way that Israel implements itself in the workings of the international community.  In looking at the Israeli intelligence the three distinct intelligence agencies will be identified, then Mossad will be examined more closely for its practices, and finally case studies will be presented to support some of the ethical problems found within the agency of the Mossad.  


Israeli Intelligence Branches
In Israel, there are three intelligence branches.  Two branches are located within the civilian sector while there is one branch that is located within the military sector.  The two branches that are located in the civilian sector were both started in 1948.  The two civilian sector intelligence agencies are the General Security Service (GSS) and the Mossad.  The third branch, which is related to the military in Israel, is called the AMAN.  The AMAN is an integral part of the intelligence gathering in Israel. It has developed differently than the two civilian sector branches though.  Since the AMAN has been associated with the Israeli Defense Force (IDF) for quite some time, it has always been constrained and limited in the use of its resources and power.  The civilian sector branches have not always been closely monitored.  GSS and Mossad have spent almost five decades making mistakes while learning and refining ethical practices, rules, laws, and regulations.  
Mossad Ethical Practices and Examples 
	Israeli intelligence administrations are given a wide array of powers in order to “combat terrorism and safeguard democratic order” (Shpiro, 2007).  These powers range from being able to detain and interrogate prisoners, implement policies and practices that incur deeply on personal privacy, to limit individuals’ freedoms, and to even carry out assassinations.  The Mossad has been accused in several assassination attempts.  One of the most famous attempts was on Khaled Meshaal.  Meshaal was the Hamas Political Bureau Chief stationed in Jordan.  Despite a peace treaty, Israel made an attempt on Meshaal’s life by injecting poison into his body.  Due to the quick thinking of Meshaal, letting the media know the details of what happened to him aided in preventing a cover-up of the incident (Kill Him Silently, 2013). This was not the only attempt on Meshaal.  There was an attempt on Meshaal’s life while he was meeting with Syrian intelligence officers in Syria.   Another incident in which the Mossad was suspected of being involved in an assassination attempt was in the assassination of Imad Mugniyah in Damascus that happened at the same time as the attempt on Meshaal in Syria.  Mugniyah was a senior Hezbollah leader.  Mugniyah’s SUV was rigged with an explosive device in his headrest, set to detonate when he entered the vehicle (Hanley, 2014).  Both of these attempts are highly frowned upon by the international community as they are not in compliance with international laws and are not considered to be an ethical means to problem solving.  
 Just like the United States, Israel is very concerned about the way that intelligence agencies are conducting their affairs and have created laws and regulations to limit the use and abuse of these powers.  “Ethics begins where written laws and regulations end, and provide a set of recommendations to guide intelligence officer activities” (Shpiro, 2007).  In Israel there are five elements to intelligence ethics that all agents are asked to adhere to. 
	The first element of Israeli intelligence ethics is for the agents to always tell the truth.  While the agents in Israel are “taught from the outset that they are expected to lie to the whole world, [they are] just not to [lie to] their supervisors and colleagues” (Shpiro, 2007).  The most famous example of an intelligence officer lying to his supervisors is that of Yehuda Gill in 1997.  In Israel, Gill was considered a master at recruiting agents abroad using the false-flag technique.  When he retired, he managed to convince the Israeli intelligence supervisors at Mossad that he had a ‘special’ connection with his informant and the Syrian government.  Gill was actually fabricating many of his reports and inflating the importance of his informant and his relationship with the Syrian government.  At one point he nearly caused a war between Israel and Syria near the border at Golan.  Further investigations found that he was also stealing the money that was being given to him to give to his informant.  Gill was found guilty and sentenced to prison time for his crimes.  This agent lied to the Mossad and profited from his lies.  He was captured and prosecuted under the laws and regulations that Israel had in place to prevent abuses of power.  
	The second Israeli intelligence ethics platform is for the officer and agency to protect their sources whether they are internal or external sources.  Major Alexander Israel is an agent of Mossad that may be hard to find information about.  His crime was to travel to Europe where he approached Egyptian officials and offered to sell Israeli military secrets and documents.  When the head of the Mossad found out about this, he ordered that Major Israel be captured.  Major Israel was heavily sedated and loaded onto a plane that was returning to Israel.  Along the way several stops were made, and at each stop Israel was sedated even more.  When the plane landed in back in Israel, it was found that Major Israel had died from the amount of sedation he had received.  What happened next not only was a cover up of the most dramatic kind, but a way to protect the agency from criticism.  The head of the Mossad ordered that the body of Major Israel be flown over the Mediterranean Sea and dumped from the plane.  At the Mossad offices the documentation was being scrubbed of any and all mentions of Major Israel.  This protective action carried out by the Mossad covered up what happened to Major Israel for almost 50 years (Shpiro, 2007).  This form of cover up protected all the officers who were a part of the intelligence that found out about what Major Israel had been doing.  Although the actions by the agency to provide protection for those internal sources involved were unethical, the agency did in fact come clean about the incident.  
	The powers that the Israeli government gives to their agents allows for many opportunities to act unethically.  In 1984 the “Nafsu Affair” and the “Bus 300 Affair” highlight the next element of Israeli intelligence ethics that refers to resisting internal cover-ups.  In 1984, four Palestinian terrorists hijacked a bus that was heading towards Gaza.  They drove most of the way towards Gaza with the bus full of hostages and were intercepted just outside Gaza by a military unit.  A firefight ensued in which the Shabak reported that all four of the terrorists were killed.  In reality, only two of the terrorists had perished in the firefight, and two of the terrorists were captured.  The two captured terrorists were interrogated on the scene, and the agents were then ordered to remove the surviving terrorists to another location where they were killed and disposed of.  Three senior officers within the agency found out about this and confronted the head of the Shabak.  The head of the Shabak did not take these accusations lightly, but did nothing to appease the senior officers.  They were quickly relieved of their positions.  After these officers were relieved, they invited politicians to get involved to rectify the situation and unethical behavior of the head.  By bringing their accusations to a more public sphere they were able to involve the judicial system and an investigation followed.  The head of the Shabak was forced to resign for his unethical behavior and the three senior officers involved were all under consideration for his replacement.  It was around this time that the ethical side of the Israeli intelligence started to make a breakthrough.  In previous years, officers of the intelligence agencies were “forbidden to talk to the press but it was also considered unethical to tell the truth to judicial authorities” (Shpiro, 2007).  
	The fourth element of Israeli intelligence is for the agencies to have respect for religions.  In the early days of the Mossad and other agencies, agents that were chosen were not typically religious people.  “Religion did not play a significant role in everyday intelligence life” (Shpiro, 2007).  It was thought that the differences in the religious teachings would conflict and could interfere with the missions given to the agents.  The role of religion does not stop within the intelligence services of Israel at the officers themselves.  “Officers are taught [early in their training] about religions and expected to respect other religions, even in extreme situations such as during physical interrogations or operations in the Palestinian areas” (Shpiro, 2007).  The whole of intelligence activities in Israel is based on a combination of four principles that are ideology (Zionism), religion (Jewish faith), democracy (traditionalism), and morals (personal).  “Intelligence ethics provide a set of behavioral guidelines, based on certain beliefs and views regarding the role of intelligence in society and the interaction between citizen and intelligence officer” (Shpiro, 2011). 
	The fifth and final element of Israeli intelligence ethics is that agents are expected to have individual moral character.  The mission and values of the Mossad are listed on the official website.  The agents are expected to adhere to many qualities.  The values of the Mossad are: 
“We adhere to values of justice, integrity, morality and simplicity, reliability and personal responsibility, discipline and secrecy.  We cultivate excellence, task orientation, and dedication.  We encourage initiative, creativity, resourcefulness, and valor, and are open to varied opinions and criticism.”  (Mossad.gov.il, 2014)
	The Mossad while attempting to stick to their mission values still remains a secretive and volatile agency in the international community.  There have been changes made to follow more closely to the values, as in the areas of personal responsibility.  When the attempt on Meshaal’s life failed, Israel went straight to the King of Jordan to admit the attempt (Kill Him Silently, 2013).  This shows that Israel valued the agreement with Jordan even though they had violated the peace treaty and committed an act of aggression (assassination attempt) on Jordanian soil.  
Conclusion
The Mossad remains an exclusive and secretive intelligence agency that is known for deception on the public stage.  Throughout the history of the Mossad there have been changes implemented in order to bring the agency back to the status of a respected agency.  Mossad has made several assassination attempts to various leaders around the world, and unless there was definitive evidence they try to cover up the incident.  The three agencies, even though differentiated all have similar core values and similar problems within their structures.  Israeli intelligence gives one the impression of being at the top of the list as one of the most clandestine and enigmatic intelligence agencies in the world.  If they could align their practices within the sphere of international law, their morals and their ethics; they could gain the position of not only the most clandestine agency in the world, but also one of the most respected agencies in the world. 
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Strange Bedfellows: Examining the unavoidable similarities and striking differences between Pakistan’s ISI and American Intelligence  
By: Matthew Nettles
The last decade has seen the increased scrutiny of American intelligence methods in the wake of the myriad scandals during the ongoing “war on terror” in the Middle East. Thus, it is beneficial to juxtapose American methods with those used by a country in that region. The US intelligence community and Pakistan’s inter-Services Intelligence (ISI) Agency share similar functions and methods in foreign intelligence collection, and the use of covert action. However, their domestic functions are starkly divergent: The United States strictly limits the monitoring of its citizens, while Pakistan offers no such protection. Since its inception the ISI has become increasingly powerful, and a lack of accountability has led to an intelligence service that is more influential in foreign and domestic policy than any other political leader or organization in Pakistan.   
The ISI is much like any other service in foreign intelligence gathering, to include those of the United States. Its methods of collection most mirror those utilized by the CIA. In fact, while in its infancy a number of its officer were trained by its American counterpart in “improved intelligence methods” (USA). These methods include both routine and morally dubious methods of collection: human intelligence, signals intelligence, technical intelligence, among others. But the ISI differs somewhat from the American agency even in its foreign capacity. Pakistan and India are inextricably linked, due to their history and proximity. This fact has led to a relatively narrow focus in Pakistan’s intelligence community.  Much of their effort is directed at this cold war of sorts with India. Additionally, the ISI is under the control of Pakistan’s army, while the CIA has civilian leadership. ISI’s relationship with the army was intentional, and was a result of past failures to “streamline intelligence collection and dissemination between military branches in time of conflict” (Holt). Thus, the ISI applies the methods it learned from the US and others to the collection and analysis of “military and nonmilitary intelligence, focusing mainly on India” (Winchell).    
The methods of covert action used by the ISI and CIA are also homogeneous. Along with methods of intelligence collection, the United States provided the ISI’s Covert Activities Division with substantial training during the Afghan War in the 90’s. There the ISI became proficient at covert action, learning to limit its involvement – as the ISI and CIA both did with the Mujahedeen in Afghanistan. Consequently, the ISI evolved from an agency that exclusively collected intelligence into “…an agency adept at covert action and clandestine procurement of denied technologies…” (USA). Using Herman Kahn’s “escalated ladder” for covert operations, it is abundantly clear that the ISI (and perhaps to a lesser degree the CIA) is not reluctant to use “extreme options.” They have been accused of numerous political assassinations, smuggling narcotics, and clandestine procurement of nuclear materials and technology. But what many find to be most morally objectionable about the covert action of the ISI is its duplicity. Though deceit is certainly common in the intelligence world, Pakistan and the US are ostensibly allies in the “war on terror.” However, There are some senior leaders in the ISI “…who believe the militants are valuable assets” (Filkins).  There is evidence that Pakistan’s intelligence community has used terror organizations “…as proxies for Pakistani foreign policy, covert action abroad, and controlling domestic politics” (Holt). 
The similarities between American and Pakistani intelligence essentially end at foreign collection and covert action. The CIA’s domestic power and capabilities are circumscribed by laws and fundamental rights guaranteed in the United States. Conversely, the ISI is “…deeply embedded in domestic politics…” (Holt). Leaders with disparate agendas have used the ISI as an instrument to “suppress political opposition” by means of propaganda, threats, coercion, and even execution. They also closely monitor those with “potential political influence”, and try to dissuade them from becoming politically active (Winchell). Some have even implied that the ISI has been responsible for the rigging of democratic elections in Pakistan. The unchecked power of the ISI in Pakistan has led both citizens and spectators without to deem it “a state within a state.”  Aside from its involvement in politics, the ISI also resembles a “big brother entity” of sorts. It routinely conducts intelligence gathering operations that are targeted at citizens – often members of the media. Whether the ISI is in fact a government in itself is debatable, but its persistent disregard for fundamental rights is evident.
The unabated power and influence of the ISI is due to a culture of unaccountability in the organization, which stems from a lack of control and the permeation of corruption. The agency is supposedly answerable to the prime minister of Pakistan. But many of the officers in the ISI are from the army and – due to the close relationship between the two – continue to support the senior officers in the army. Thus, when there is a difference in opinion with the ISI “…the Pakistani government is largely unable to control its actions or relationships…” (Holt). Also, the lack of oversight has allowed corruption to become endemic in the service. Narcotics smuggling and bribery are commonplace, and loyalty is valued over competence.  
The ISI learned much from its American counterpart about intelligence collection and covert action. But their divergent domestic roles are indicative of the political chasm that exists between the US and Pakistan. Though the United States has a questionable record on protecting basic rights abroad, it prioritizes protecting the rights of its citizens, and collecting external intelligence. Its seems as though the ISI’s responsibility to protect national interest comes second to its role in suppressing political opposition and thereby preserving “military rule.”   
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Critique
	The American intelligence operations under the Central Intelligence Agency (CIA) have been scrutinized and found to be lacking under what the United States considers to be ethical.  In comparison, the Pakistan Inter-Services Intelligence (ISI) agency is in stark contrast more powerful and less ethical in every way compared to the CIA.  Pakistan struggles with the reality that its ISI is running a parallel “state-within a state, working beyond the government’s control and pursuing its own foreign policy” (Bajoria & Kaplan, 2011) says former Prime Minister Benazir Bhutto.  This is in stark contrast to the controls put on the CIA by the U.S. government and its citizens. 
	It is true that the ISI is has many functions that are similar to those of other intelligence agencies throughout the world.  “The ISI is tasked with collection of foreign and domestic intelligence; co-ordination of intelligence functions of the three military services; surveillance over its cadre, foreigners, the media, politically active segments of Pakistan and Pakistani society, diplomats of other countries accredited to Pakistan and Pakistani diplomats serving outside the country; the interception and monitoring of communications; and the conduct of covert offensive operations” (Pike, 2014).  The CIA is tasked with the functions of assisting the Director of the CIA in carrying out his responsibilities.  These responsibilities include:
· Collecting intelligence through human sources and by other appropriate means, except that he shall have no police, subpoena, or law enforcement powers or internal security functions
· Correlating and evaluating intelligence related to the national security and providing appropriate dissemination of such intelligence
· Providing overall direction for and coordination of the collection of national intelligence outside the United States through human sources by elements of the intelligence community authorized to undertake such collection and, in coordination with other departments, agencies, or elements of the United States Government which are authorized to undertake such collection, ensuring that the most effective use is made of resources and that appropriate account is taken of the risks to the United States and those involved in such collection
· Performing such other functions and duties related to intelligence affecting the national security as the President or the Director of National Intelligence may direct
(Cia.gov, 2013)
The Pakistan ISI is concerned with many more avenues of Pakistani life and is much more intrusive to its citizens than the CIA.  For example, on the evening of April 19, 2014, a reporter from the leading news television channel Geo was shot and killed.  The television station has “alleged on broadcasts that the military’s main spy agency was behind the attack” (Shah, 2014).  With media being a focus of political movements and information, the ISI took this allegation poorly and denied any involvement.  Subsequently the military pushed to have the network shut down.  Events in the U.S. involving the major news networks have shown some interference by the government, but have not been threatened to be shut down over accusations.  
	With this rampant and powerful agency essentially running a shadow state within Pakistan, the government tried to “bring the ISI under civilian rule” (Tristam, n.d.).  It was successful, but not for long.  “The decision was reversed within hours, thus underscoring the power of the ISI and the weakness of the civilian government” (Tristam, n.d.).  In 2014 there will be a new general taking command of the agency, and he will become one of the two most powerful people in Pakistan, “only answerable to the military chief” (Bennett-Jones, 2014).  Lieutenant General Rizwan Akhtar faces a myriad of challenges that within his country that the CIA has never had to face on American soil.  In Pakistan, the ISI is confronted head on with “Taliban jihadis trying to overthrow the state, Baloch Nationalists fighting for independence, and sectarian outfits killing on a massive scale” (Bennett-Jones, 2014).  Pakistan still faces conflict in the region of the Kashmir, the areas that are being fought over between India and Pakistan.  There is evidence that “ISI is currently engage in covertly supporting the Kashmiri Mujahideen in their fight against the Indian authorities in Kashmir” (Pike, 2014).   Much of this will be complicated further by the U.S. and ISAF operations in Afghanistan coming to an end.  In a region where instability, corruption, and terrorism are prevalent, this may give the ISI more reason to believe it can act separate from its government to protect Pakistani interests.   The ISI may continue to believe that they have the “capacity to enforce its will- by brute force when it deems necessary- mak[ing] it the only state institution of which no Pakistani, however rich and powerful, would want to be on the wrong side” (Bennett-Jones, 2014).  With the fragile state of affairs in the region, this makes the ISI a powerful and dangerous agency, much more so than the CIA. 
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